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Contextand Motivations
Vulnerability of Enroliment

28 millions

1 billions

Study on online identity theft and identityrelated crime
European Commission and Director&eneral for Migration and Home Affairs

Carte di identita con Selfie di italiani in vendita. Ora puoi aprire
un conto online anonimo con 500 dollari
ChiaraNardini(Red Hot Cyber)

I (s

EU citizens who have experienced
Impersonation (2017-2019)

Total loss (in Euro) as adirect
conseguence of impersonation



— Study on online identity theft and identityrelated crime
European Commission and Director&eneral for Migration and Home Affairs

Contextand Motivations =
VU I ne rabl I |ty Of E n rOI I ment 1\, Carte diidentita con Selfie di italiani in vendita. Ora puoi aprire

——| un conto online anonimo con 500 dollari
— | ChiaraNardini(Red Hot Cyber)

CARTA DI IDENTITA" + SELFIE
ITALIANI A 500 DOLLARI

Carte di identita con Selfie di italiani
in vendita. Ora puoi aprire un conto
online anonimo con 500 dollari



. . = The State of Authentication in the Finance Industry 2022
Contextand Motivations VansorBourne
Vulnerability of Authentication
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Contextand Motivations
TheRoleof SecurityArchitectsX

A securityarchitectwhile designinga protocol Our support coming to the rescue!

UniGe =3¢



| Contributions ()

Definition of anulti-layered methodology

Supports security architects in the design of identity management solutions, thus fostering a
secure by design approach.

Application of thenethodology

Within the secure by design process of realrld identity management solutions, in the context of
national collaborations.

Integration of the methodology into@mprehensive approach

Allows security architects to specify the actions involved in the protocol and the security controls
to take into consideration, finally generating a detailed report in output.
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A Model of the Protocol (0 ): derivedfrom the Messag&equenceéChart (MSC).

A Model of the Attackers(0 ): obtained by using a list of potential attackers (i.e., a threat
modelD ! ) equipped with a set of capabilities, derived from the functido).



Our Methodology
General Problem

Detecting all thedombinationsof) attackerso that areableto violate a security goaD
' P2 s H@®)V'Q

with:

A Model of the Protocol (0 ): derivedfrom the Messag&equenceéChart (MSC).

A Model of the Attackers(0 ): obtained by using a list of potential attackers (i.e., a threat
modelD ! ) equipped with a set of capabilities, derived from the functido).

A Security Goa('Q: represents the security property that must hold.



Our Methodology
Layers

Combinatorial Layer
Detects theexplicitattackers who are

able to violate the protocol.

Symbolic Layer
Detects thamplicit attackers who are
able to violate the protocol.

Risk Layer
Evaluates the risks associated with the
detected attackers. |
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Entities
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Pluggingan USB security key (y

Providinga fingerprint

Mitigation

contains

mitigated b
Protocol > mitig y

Action

Attacker J

implements T
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Our Methodology
Entities

Insertinga password [okkok ko ok | Somethingthe userknows(knowledge

Pluggingan USB security key ® Somethingthe userowns(ownership

Providinga fingerprint Somethingthe useris (inherencg

Mitigation

contains

mitigated b
Protocol J P — : Y

Action

Attacker J

implements T
UniGe =x¢X I
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Our Methodology P op

CombinatorialLayer

A Model of the Protocol(0 ): list of factorsnvolvedin the protocol

{ *******4’ ’ ff@\}

A Security Goa('O): represents the security property that must hold, specifically adapted
to the combinatorial analysis.
A Attackers must not be able to compromisk the factordnvolved in the protocol.
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Our Methodology P oD

CombinatorialLayer

A Model of the Attackers0 ): whethereachattackermanagedo compromise the factors
iInvolvedin the protocol.
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A Model of the Attackers0 ): whethereachattackermanagedo compromise the factors
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Our Methodology P oD

CombinatorialLayer

A Model of the Attackers0 ): whethereachattackermanagedo compromise the factors
iInvolvedin the protocol.

Factorsinvolved
A a

3k 5k %k 5k %k 5k %k 5k

Observer
Thief
FingerprintDuplicator

Minimal set ofattackers
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Our Methodology @ 0§

Symbolic Layer

A Model of the Protocol(0 ): refined model of the messages exchanged by the entities,
written by using a specification language.

A In our work, we usé&\SLarm+. CE—
C) ) — 0
G a
S | — —— |SATMC| —
X e) D)
@ x O
A ANTSSAR [e=)

~ SATMC: a SAfased model checker for security protocols, business processes, and security API
Alessandro Armando, Roberto Carbone, and Luca Compagna I
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Symbolic Layer

A Security Goa("O): represents the security property that must hold, specifically adapted
to the symbolic analysis
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Symbolic Layer

A Security Goa("O): represents the security property that must hold, specifically adapted
to the symbolic analysis

A Model of the Attackers(0 ): the effectsof eachattackerson the protocol, interms of
A valuesthat they getto know;
A modified propertieson thecommunicationchannels
A additionaldetails



Our Methodology
RelationshipBetween the Security Analysisayers

A Thecombinatorialanalysids soundwith respectto the symbolianalysis

A For each attacked detected by the combinatorial analysis, there always exists a corresponding
attackero detected by the symbolic analysis, wih 0 .

Y The combinatorial analysis does not repfaise positivek
Y Once the combinatorial analysis detects a successful attacker, we do not need to check it with the

symbolic analysis. o f o~ e o
4 Y ' 6 PO A’ D R (B)v "O)

A Thecombinatorialanalysids incomplete with respectto the symbolianalysis

A For each attacked detected by the symbolic analysis, there not always exists a corresponding
attackero detected by the combinatorial analysis, widh 0 .

Y The combinatorial analysis may produaése negativels



Our Methodology
Risk Layer

Likelihood

impact C e—

Risk =Likelihood Impact
\\‘ \\\‘
Probabilityof an Consequences in case
UniGe =3¢ event happening it happens I



Our Methodology
Overview

~

Combinatorial
Analysis

Message Sequence Chart

informal N
formal

Ge

List of explicit
attackers (A¢)

\

Risk

Symbolic
Analysis

-

Analysis

List of successful
attackers with
risk levels

List of implicit
attackers (Ag)

J
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Application of the Methodology
OurFocus

A We employedour methodology in thesecure by desigprocessof Identity Management
solutions in thecontextof nationalcollaborations

A We focus on authentication, in theontextof a longstandingcollaborationwith
Poligrafico e Zecca dello Stato ItaliaiffPZS), thétalian Government Printing Office and

-5§

POLIGRAFICO
E ZECCA
DELLO STATO
ITALIANO




Electronic Identity Cards
What Are They?

A Officialidentity documentsin many
countries.

A Replacepaperbasedversions

A The2 ¢ y YbiXpaal data ar@rinted on
the surfaceandprotectedby graphic
securitymechanismX

A X othiyiare alsostoredwithin the
R 2 O dzY éhipto prévidea higherlevelof
security.

'BELGIE  BELGIQUE BELGIEN  BELGIUM
| IDENTWEITSKMRI’ CART'ED‘IDEN“'IE m IENTITYM =
i o G / HUNGARY O

| Naam /Name % e e M i
| Voomamen /Given names Johan 5 ITO IGAZOLVANY / IDENTITY €ARD
{ £ N N Gaboorteplaats en -datum / Place and date of birh Geslacht / Sex ‘*‘7

?E Stanleystad 2 JUL 1950 . ww«mazﬁw, &
13 . MESZARO RIGITI'A Ekzsmr,f

| semieseowie  PORTUGAL
' Geldig van - tot/ Vlld from - unti {5 T
| 20.10.2010 - 20.10.2015 :

_‘ mmmammmw DA CONCEIGRO AVILA
T rovanie oe pave one AULA ANDRETA

|||||||||||||||

; Pric siitiadien: R ————— e - e ———
| e 2. f Rzeczpospolita Polska repubiic of Poiand —~ B

o fraon | * Dowdd 0sobisty ety card “.
Willeke Liselotte | N sy P

KOWALSKI - aazEczvszczwu wicz

BUNDESREPUBLIK | DEUTSCHLAND T220001 29 PAONA /YN MRS
PERSONALAUSWE!S e/ Sumama/hom 2y PAWEE JAN
MUSTERMANN
GEB GABLER
Vo~




Electronic Identity Cards
PIN code

SecurityEguipment

elDcards areequippedwith:
X.509 certificate

Subject Issuer

Validity

Public Key

Signature

1L INTERNC Algorithm
““n‘i‘\ (|
il (VLR 181 AU Key usage

C<ITACADOOODAAL<KLKLLLLKLLLLLLLKL
6412308F22123041TA<<LLLLL<LLLL0
ROSSIK<KBIANCA<L<LLLLKLLKLLKLLKKKK

A acontactless chip

A acustomizable”IN code

A amachinereadablezone(MRZ);

A anX.509 certificate

!-s

UniGe =3¢ I
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Total Desktop Scenario

i COMUNE ~ CITTA ~ COMUNICAZIONE ~ AREE TEMATICHE ~
COMUNE DITRENTO

Benvenuti alla Scuola Infanzia - Anno scolastico 2018-2019

territeeio del Comune & Teento,

Servizi allinfanzia e Uopuscolo “Berwenuti atka Scuola Infanzia™ formisce le infoemazion util per orlentare | 3 Clela_ssiﬁc azione
istruzione genitori nella seelta della seuola dellinfanzia per | propric bambing tra quelle presents sul dell'informazione

Servizi prima infanzia (0-3annl) +

Servizl istruzione (3-14 annl)

Scucle dellinfanza Argomento: |-
Evento della vita: Prina wlanzia,

Sendizio di animazione estiva = "/ R AR & T

Scucie primarie @ secondarie di y (@ Jal » Macro Evento della vita: Aue
primo grado figio
Utilizzo degh immobili scolastica
Guide per Mistruzione

® Contatti istruzione
Assistenza scolastica (6-18
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Application to AuthenticationContexts
Total Mobile Scenario

sppn-ipzs.fbk.eu

Benvenuti alla Scuola
Infanzia - Anno scolastico
2018-2019

Servizi all'infanzia e istruzione

L'opuscolo "Benvenuti alla Scuola Infanzia” fornisce le
informazioni utili per orientare | genitori nella scelta
della scuola dell'infanzia per i propric bambino tra quelle

presenti sul territorio del Comune di Trento,

Q@WQQQ?O
A YA PN
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MARIQ ROSSI

il tuo PIN:
*%%%5678




Application to AuthenticationContexts
Total Mobile Scenario

RINW, 63%u CAOOOOOAA

AUTENTICAZIONE

Trattieni la Carta in prossimita dello smartphone fino al
termine dell'operazione
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Application to AuthenticationContexts
Authentication Scenarios

A
CECTT:
T -

Benvenuti alla Scuola
Infanzia - Anno scolastico
2018-2019

Servizi all'infanzia e istruzione

Cie
1)

Gestisci la tua Carta a Gestisci la tua Carta a

oG oG
Entracon QR Code % Entracon QR Code %

Total Desktop Total Mobile Hybrid




Application to AuthenticationContexts
Hybrid Scenario




Application to AuthenticationContexts
Hybrid Scenario

Please insert your userld
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Hybrid Scenario

Inserimento codice tempH
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Security ofelDCards

Multi-Factor Cryptographic Deviceahardware devicahat performs
cryptographic operations using one or more protected cryptographic
keys and requires activation througlsacond authentication factor



Application to AuthenticationContexts

Security ofelDCards

Multi-Factor Cryptographic Devices

& Special Publication 8663B
National Institute of Standards and Technology

@)
b
&
’&,%

hardware devic

that performs

cryptographic operations using one or more protected cryptographic

keys and requires activation throug

7/
7/

sacond authgntication facter
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Challenge AUTENTICAZIONE
(stringof character$
»

S—

|dentity Provider I



Application to AuthenticationContexts
ChallengeResponsdrotocols

AUTENTICAZIONE
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|dentity Provider I
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ChallengeResponsdrotocols

Response «~ - AUTENTICAZIONE
(challengesignedthrough
theelDO I NdR\At& key)

S—

|dentity Provider I
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ChallengeResponsdrotocols

REGISTRAZIONE CARTA TERMINATA CON
SUCCESSO

Ora puoi allontanare la carta

|dentity Provider I
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Responseinencryptedthrough
the elDO | Ndrllicikey

|dentity Provider
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Checks on thealues

|dentity Provider
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ChallengeResponsdrotocols
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_ _ _ _ Man in the Mobile maliciousA
Application to AuthenticationContexts applicationrunning on thedza &

Threat Model ( ~ ) mobile device

Thieves physicallystealdza S NXQ-&
devices (computer, mobile
device,elDcard)

SocialEngineer deceiveghe
victiminto performingoperations
or revealingsecret information

&1

ShoulderSurfer. obtainssecret
Information bylooklngat the victim




Application to AuthenticationContexts
CombinatorialLayer ¢ p_and o)

Attackers must not be able to compromise the factoranvolved in the
protocol.

O \N\edg@
O

PIN elDcard

UniGe =3¢
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FactorsCompromised
Attackers

3 ezl
Personal ComputeFhief PCT ) .
Mobile DeviceThief MDT = =
CardThief CT af’ )
Duplicator D & o'
Eavesdroppinéoftware ES ) '
ShoulderSurfer SS a o
SociaEngineer SE = Y
Man in the Browser MB - -
Man in the Mobile MM ™ b
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CombinatorialLayer ¢ _ )

FactorsCompromised
Attackers

3 ezl
Personal ComputeFhief PCT ) .
Mobile DeviceThief MDT = =
CardThief CT af’ )
Duplicator D & o'
Eavesdroppinéoftware ES ) '
ShoulderSurfer SS a o
SociaEngineer SE = Y
Man in the Browser MB - -
Man in the Mobile MM ™ b




Application to AuthenticationContexts
Symbolic Layery( |.,)

entity IdPServer (Actor , EICApp, User, SPServer, Browser, EIC: agent, Ch_B2IdPS, Ch_EICApp2ldPS, Ch_IdPS2EICApp: channel) {

symbols
Opld: opid ;
Request: userrequest ;
OTP: otp;
IdPSessionCookie : cookie;

body { % of IdPServer

select {
on(Browser -Ch_B2IdPS > Actor: ?Request) {
IdPSessionCookie : = fresh () ;

Opld : = fresh () ;
Actor -Ch_IdPS2B > Browser: Actor . I[dPSessionCookie ;

select {
on( Browser -Ch_B2IdPS > Actor : User. IdPSessionCookie ) :{

Actor -Ch_IdPS2B > Browser: Opld. Actor . SPServer. User;

select {
on( EICApp - Ch_EICApp2IdPS > Actor : Opld. { Opld. Actor . SPServer. User}_inv (pk( EIC))) {
OTP := fresh () ;
Actor -Ch_IdPS2EICApp > EICApp OTP;
Actor -Ch_IdPS2B > Browser: Actor ;

select {
on(Browser -Ch_B2IdPS > Actor : Opld. OTP IdPSessionCookie ) :{
Actor -Ch_IdPS2B > Browser: { Actor . User. SPServer}_inv ( pk(Actor)) ;

}



Application to AuthenticationContexts
Symbolic Layer{ )

Att Formal Specification Scenario

' Without Attacker With Attacker PN | QR

(1) authentic_on(Ch_U2B, User); — ® o

PCT (2) user(UwnComputer; — . .

— (3) weakly_authentic(Ch_U2B); ® O

— (4) Use same channel ch_U2B in sessions ® O

(5) authentic_on(Ch_U2EICApp, User); — O

MDT (6) userOwnSmartphone; — @ o

: — (7) weakly_authentic(Ch_U2EICApp) ; ® o

— (8)  Use same channel ch_U2EICApp in sessions | @ | @

(9) authentic_on(Ch_U2EIC, User); — ® o

CT (10) userOwnEIC; — ® ()

- (11) weakly_authentic(Ch_U2EIC); @ o

— (12) Use same channel ch_U2EIC in sessions ® Qo

D — (13) iknows (PIN) ; ® O

— (14) iknows (IdPCookie) ; ® O

(15) confidential_to(Ch_U2EICApp, EICApp); — ® O

ES, SS | (16) confidential to(Ch_U2B, Browser); — O| @
confidential_to _ , User); 7

17 fid 1_to(Ch_EICApp2U, User) | @

(18) confidential to(Ch_U2B, Browser); - O| @

SE (19) authentic_on(Ch_B2U, Browser) ; — Ol @

- (20) iknows (PIN); o O

— (21) iknows (OTP) ; O @

MB — (22) iknows (IdPCookie) ; ® O

— (23) Replace browser with i in one session ® Qo

(24) authentic_on(Ch_EICApp2U, EICApp) ; — ® o

v | (29) authentic_on(Ch_EICApp2EIC, EICApp); — ® | ©

o (26) confidential to(Ch_PNSvc2EICApp, EICApp) ; — ®@ O

— (27) Replace eicapp with i in one session ® o




Application to AuthenticationContexts
Symbolic Layer(j)

A communication channel between the user and the online service must be established by
the end of the protocol, with the following properties:

A authenticity. any incoming message on this channel indeeaes from the user
A directednessany incoming message on this channel was indeedided for the service

A freshnessany message sent on this channel camdsived only once

User authn to SP :( ) User* ->> SPServer;
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Symbolic Layer (Results)
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Symbolic Layer (Results)
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