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Total loss (in Euro) as a direct 
consequence of impersonation1 billions

EU citizens who have experienced
impersonation (2017-2019)28 millions

Context and Motivations
Vulnerability of Enrollment

Study on online identity theft and identity-related crime
European Commission and Directorate-General for Migration and Home Affairs

5

Carte di identità con Selfie di italiani in vendita. Ora puoi aprire
un conto online anonimo con 500 dollari
Chiara Nardini(Red Hot Cyber)
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Attacks against authentication 
systems in the first quarter of 2022113 billions

Context and Motivations
Vulnerability of Authentication

80%

Organizations that have suffered from 
at least one cyber breach due to 

authentication weaknesses

95%

of total breaches that can be ascribable 
to credential misuse or authentication 

vulnerabilities

6

The State of Authentication in the Finance Industry 2022
VansonBourne
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Context and Motivations
Designing Digital Identity Management ProtocolsΧ

Security Usability ComplianceDesign

, ,=f( )
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Context and Motivations
The Role of Security ArchitectsΧ

A security architect while designing a protocol Our support coming to the rescue!

9



Contributions

Definition of a multi-layered methodology
Supports security architects in the design of identity management solutions, thus fostering a 
secure by design approach.

Application of the methodology
Within the secure by design process of real-world identity management solutions, in the context of 
national collaborations.

Integration of the methodology into a comprehensive approach
Allows security architects to specify the actions involved in the protocol and the security controls 
to take into consideration, finally generating a detailed report in output.

10
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General Problem

Detecting all the (combinations of) attackers ὃ that are able to violate a security goal Ὃ:
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ÅModel of the Protocol (ὓ ): derived from the Message Sequence Chart (MSC).

ÅModel of the Attackers (ὓ ): obtained by using a list of potential attackers (i.e., a threat 

model יִכ) equipped with a set of capabilities, derived from the function ‘ὃ.

ÅSecurity Goal(Ὃ): represents the security property that must hold.
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Our Methodology
Layers

Detects the explicitattackers who are 
able to violate the protocol.

Combinatorial Layer

1

Detects the implicit attackers who are 
able to violate the protocol.

Symbolic Layer

2

Evaluates the risks associated with the 
detected attackers.

Risk Layer

3
13
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Our Methodology
Entities
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Inserting a password

Plugging an USB security key

Providing a fingerprint

Something the user knows (knowledge)

Something the user owns (ownership)

Something the user is (inherence)



Our Methodology
Combinatorial Layer
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Our Methodology
Combinatorial Layer

ÅModel of the Protocol (ὓ ): list of factors involved in the protocol.

ÅSecurity Goal(Ὃ ): represents the security property that must hold, specifically adapted 

to the combinatorial analysis.

Å Attackers must not be able to compromise all the factors involved in the protocol.
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Combinatorial Layer

ÅModel of the Attackers (ὓ ): whether each attacker manages to compromise the factors 

involved in the protocol.
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Attacker
Factors Involved

Explicit ꜝ ὃ Ṗיִכ ȿ ὓ ȟ‘ ὃ ṿ Ὃ

Observer

Thief

Fingerprint Duplicator

+ + + +

Minimal set of attackers



Our Methodology
Symbolic Layer

ÅModel of the Protocol (ὓ ): refined model of the messages exchanged by the entities, 

written by using a specification language.

Å In our work, we use ASLan++.

ꜝ ὃ Ṗיִכᶺꜝ  ȿ ὓ ȟ‘ ὃ ṿ Ὃ

‘ȡיִכᴼὓ

17

Translator

SATMC: a SAT-based model checker for security protocols, business processes, and security APIs
Alessandro Armando, Roberto Carbone, and Luca Compagna
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Our Methodology
Symbolic Layer

ÅSecurity Goal(Ὃ): represents the security property that must hold, specifically adapted 

to the symbolic analysis.
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ꜝ ὃ Ṗיִכᶺꜝ  ȿ ὓ ȟ‘ ὃ ṿ Ὃ
Our Methodology
Symbolic Layer

ÅSecurity Goal(Ὃ): represents the security property that must hold, specifically adapted 

to the symbolic analysis.

ÅModel of the Attackers (ὓ ): the effects of each attackers on the protocol, in terms of

Å values that they get to know;

Åmodified properties on the communication channels;

Å additional details.
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Our Methodology
Relationship Between the Security Analysis Layers

19

ÅThe combinatorial analysis is sound with respect to the symbolic analysis.

Å For each attacker ὃ detected by the combinatorial analysis, there always exists a corresponding 

attacker ὃ detected by the symbolic analysis, with ὃ ὃ.

Ÿ The combinatorial analysis does not report false positives!

Ÿ Once the combinatorial analysis detects a successful attacker, we do not need to check it with the 

symbolic analysis.

ÅThe combinatorial analysis is incomplete with respect to the symbolic analysis.

Å For each attacker ὃ detected by the symbolic analysis, there not always exists a corresponding 

attacker ὃ detected by the combinatorial analysis, with ὃ ὃ.

Ÿ The combinatorial analysis may produce false negatives!

ꜝ ὃ Ṗיִכᶺꜝ  ȿ ὓ ȟ‘ ὃ ṿ Ὃ



Our Methodology
Risk Layer

Impact

Likelihood

Risk =

Probability of an 
event happening

Consequences in case
it happens

Likelihood Impact

20



Our Methodology
Overview
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Application of the Methodology
Our Focus

ÅWe employed our methodology in the secure by design process of Identity Management 

solutions, in the context of national collaborations.

ÅWe focus on authentication, in the context of a long-standing collaboration with 

Poligrafico e Zecca dello Stato Italiano (IPZS), the Italian Government Printing Office and 

Mint.

23



Electronic Identity Cards
What Are They?

ÅOfficial identity documents in many 
countries.

ÅReplace paper-based versions.

ÅThe ƻǿƴŜǊΩǎ personal data are printed on 
the surface and protected by graphic 
security mechanismsΧ

ÅΧ ōǳǘ they are also stored within the 
ŘƻŎǳƳŜƴǘΩǎ chip to provide a higher level of 
security.

24



Electronic Identity Cards
Security Equipment

X.509 certificate

Private key

PIN code

eID cards are equipped with:

Åa contactless chip;

Åa customizable PIN code;

Åa machine-readable zone (MRZ);

Åan X.509 certificate.

25



Application to Authentication Contexts
Authentication Scenarios

Total Desktop Total Mobile
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Application to Authentication Contexts
Authentication Scenarios

Total Desktop Total Mobile Hybrid
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Application to Authentication Contexts
Security of eID Cards

Multi-Factor Cryptographic Device: «a hardware device that performs 
cryptographic operations using one or more protected cryptographic 
keys and requires activation through a second authentication factor»
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Identity Provider
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Application to Authentication Contexts
Challenge-Response Protocols

Identity Provider

Response
(challenge signed through
the eID ŎŀǊŘΩǎ private key)
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Application to Authentication Contexts
Challenge-Response Protocols

Identity Provider

Response unencrypted through
the eID ŎŀǊŘΩǎ public key
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Application to Authentication Contexts
Challenge-Response Protocols

Identity Provider

Checks on the values
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Application to Authentication Contexts
Threat Model ( )︢ Attackers

Shoulder Surfer: obtains secret 
information by looking at the victim

Social Engineer: deceives the 
victim into performing operations 

or revealing secret information

Man in the Mobile: malicious 
application running on the ǳǎŜǊΩǎ 

mobile device

Thieves: physically steal ǳǎŜǊΩǎ 
devices (computer, mobile 

device, eID card)

34



Application to Authentication Contexts
Combinatorial Layer (╜╟╒ and ╖╒)

Kn
owledge

PIN

Ow
nership

eID card

Attackers must not be able to compromise all the factorsinvolved in the 
protocol.
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Attackers
Factors Compromised

Personal Computer Thief PCT

Mobile Device Thief MDT

Card Thief CT

Duplicator D

Eavesdropping Software ES

Shoulder Surfer SS

Social Engineer SE

Man in the Browser MB

Man in the Mobile MM *

Application to Authentication Contexts
Combinatorial Layer (╜═╒)
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Application to Authentication Contexts
Symbolic Layer (╜╟╢)

entity  IdPServer ( Actor , EICApp, User, SPServer , Browser, EIC:  agent , Ch_B2IdPS, Ch_EICApp2IdPS, Ch_IdPS2EICApp:  channel )  {

  symbols
    OpId: opid ;
    Request : userrequest ;
    OTP: otp ;
    IdPSessionCookie : cookie;

  body { % of IdPServer
    select  {

on( Browser - Ch_B2IdPS- > Actor: ?Request ) :{
        IdPSessionCookie  : = fresh () ;
        OpId : = fresh () ;
        Actor  - Ch_IdPS2B- > Browser: Actor . IdPSessionCookie ;

        select  {
          on( Browser - Ch_B2IdPS- > Actor : User. IdPSessionCookie ) :{
          Actor  - Ch_IdPS2B- > Browser: OpId. Actor . SPServer . User;

          select  {
            on( EICApp - Ch_EICApp2IdPS- > Actor : OpId. { OpId. Actor . SPServer . User}_ inv ( pk( EIC))) :{
            OTP := fresh () ;
            Actor  - Ch_IdPS2EICApp- > EICApp: OTP;
            Actor  - Ch_IdPS2B- > Browser: Actor ;

            select  {
              on( Browser - Ch_B2IdPS- > Actor : OpId. OTP. IdPSessionCookie ) :{
              Actor  - Ch_IdPS2B- > Browser: { Actor . User. SPServer }_ inv ( pk( Actor )) ;
            }
          ...
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Application to Authentication Contexts
Symbolic Layer (╜═╢)



Application to Authentication Contexts
Symbolic Layer (╖╢)

A communication channel between the user and the online service must be established by 

the end of the protocol, with the following properties:

Åauthenticity: any incoming message on this channel indeed comes from the user;

Ådirectedness: any incoming message on this channel was indeed intended for the service;

Åfreshness: any message sent on this channel can be received only once.

39

User_authn_to_SP :(_) User * - >> SPServer ;
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